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RESOLUTION NO._ 40-08

COUNCIL OF THE CHEROKEE NATION

A RESOLUTION AUTHORIZING THE WAIVER OF SOVEREIGN IMMUNITY FOR
SMRTNET HEALTH INFORMATION SHARING SYSTEM

WHEREAS, the Cherokee Nation since time immemorial has exercised the sovereign rights of
self-government on behalf of the Cherokee people;

WHEREAS, the Cherokee Nation is a federally recognized Indian Nation with a historic and
continual government to government relationship with the United States of America;

WHEREAS, being a federally recognized Indian Tribe, the Cherokee Nation enjoys
governmental immunity from suit under federal and tribal law;

WHEREAS, the Cherokee Nation (“Nation”) has through inherent sovereign authority and by
constitution and tribal law the authority to enter into contractual agreements to benefit the Nation
and the citizenry thereof;

WHEREAS, the Cherokee Nation Health Department, a division of the Executive Branch of the
Nation, wishes to enter into a contractual agreement, known as the SMRTNET Member
Agreement, with other local hospitals, clinics, and other local health care providers to share
confidential health information as needed to facilitate proper patient care;

WHEREAS, the other parties to the SMRTNET Member Agreement have requested a limited
waiver of sovereign immunity from the Nation so that the agreement may be enforced if
necessary.

BE IT RESOLVED BY THE CHEROKEE NATION, that for the sole purpose of
allowing for enforcement of the terms of the SMRTNET Member Agreement, established as set
forth in Attachment 1, which is incorporated by reference and made a part of this resolution as if
stated herein in full, the Cherokee Nation Council authorizes the Principal Chief to execute a
limited waiver of sovereign immunity, only if all of the following conditions are met:

(1) The entity seeking to bring suit against the Nation is the Cherokee County Health Services
Council, Tahlequah City Hospital, Cherokee County Health Department, Oklahoma State
Department of Health, Hastings Indian Medical Center, Northeastern Oklahoma Community
Health Center, Inc., and Northeastern State University and a party to the SMRTNET Member
Agreement , and



(2) The claim is for breach of contract and seeks only actual damages resulting from Nation’s
noncompliance with the attached agreement, provided that Nation’s waiver of sovereign
immunity in an action for actual damages shall be limited to damages incurred prior to the date
of the termination of the attached agreement and shall not exceed the amount of damages that
could be awarded against the state of Oklahoma pursuant to this contract under the Government
Tort Claims Act, and

(3) That in the event of an award of monetary damages, the award may be paid out of any assets
of the Cherokee Nation, excluding real property and improvements by way of fixtures and
excluding funds held in trust by the United States on behalf of the Cherokee Nation and shall not
be a lien or encumbrance upon tribal property or all recovery from any elected officials, officers
or employees of the Cherokee Nation for monetary damages, punitive or exemplary damages,
court costs or attorney fees;

BE IT FURTHER RESOLVED BY THE CHEROKEE NATION, that nothing herein
shall be construed as a waiver of immunity from suit seeking attorneys fees, punitive damages or
any other form of damages from any party whatsoever, or as a waiver extended for the benefit of
any entity, person, partnership, or firm whatsoever, other than the Cherokee County Health
Services Council, Tahlequah City Hospital, Cherokee County Health Department, Oklahoma
State Department of Health, Hastings Indian Medical Center, Northeastern Oklahoma
Community Health Center, Inc., and Northeastern State University as a party to the SMRTNET
Member Agreement. for enforcement of said agreement;

BE IT FURTHER RESOLVED BY THE CHEROKEE NATION, that this waiver
shall not be construed to authorize any action or claim against the Nation sounding in tort or any
other type of claim or recovery not expressly authorized herein, for which purposes the Cherokee
Nation’s sovereign immunity is and shall be reserved;

BE IT FURTHER RESOLVED BY THE CHEROKEE NATION, that the Cherokee
County Health Services Council, Tahlequah City Hospital, Cherokee County Health Department,
Oklahoma State Department of Health, Hastings Indian Medical Center, Northeastern Oklahoma
Community Health Center, Inc., and Northeastern State University as parties to the SMRTNET
Member Agreement may not assign or transfer any rights under this waiver;

BE IT FURTHER RESOLVED BY THE CHEROKEE NATION, that this waiver
shall not allow recovery from any elected officials, officers or employees of the Cherokee Nation
for monetary damages, punitive or exemplary damages, court costs, attorney fees or any other
damages whatsoever;

BE IT FINALLY RESOLVED BY THE CHEROKEE NATION, that the Principal
Chief is authorized to execute an agreement on behalf of the Nation pursuant to which the Nation
would not object or cause the Cherokee Nation Health Department to object to the contract
known as the SMRTNET Member Agreement being governed by and in accordance with the
Laws of Oklahoma or the United States of America; to the jurisdiction of the Courts of the State
of Oklahoma or the United States of America, or to the venue of any state or federal court in
Oklahoma in connection with an action by the Cherokee County Health Services Council,



Tahlequah City Hospital, Cherokee County Health Department, Oklahoma State Department of
Health, Hastings Indian Medical Center, Northeastern Oklahoma Community Health Center,
Inc., and Northeastern State University as current members who have also agreed to abide by the
terms of the SMRTNET Member Agreement, to enforce its rights under the SMRTNET
MEMBER AGREEMENT.

CERTIFICATION
The foregoing resolution was adopted by the Council of the Cherokee Nation at a duly

called meeting on the 12® day of May, 2008, having 17  members present, constituting a
quorum, by the voteof ___17 yea; 0 nay; 0 abstaining.

Meredith A. Frailey, Speaker
Council of the Cherokee Natio
ATTEST:

Don Garvin, Secretary
Council of the Cherokee Nation

Approved and signed by the Principal Chief this 19th _day of May, 2008.

wick Seith-Prinicipal Chief

Cherokee Nation
ATTEST:

Melanie Knight, Secretary
Cherokee Nation
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SMRTNET MEMBER AGREEMENT

ICLE I
Definitions
Section 1.01 Agreement. The term "Agreement” shall mean this document, namely the

SMRTNET Member Agreement.

Section 1.02  Associated Software and Associated Hardware. The terms "Associated
Software and Associated Hardware” mean the software and/or hardware required to access the
Network, as more particularly described on Exhibit A.

Section 1.03 Authorized User. The term "Authiorized User” shall mean an individual
designated by a Data Recipient to access the Network on behalf of the Data Recipient, including

without limitation, an employee of a Data Recipient or a credentialed member of a Data
Recipient's medical staff, ‘

Section 1.04 Board. The term "Board” shall mean the Board of the Cherokee County
Health Services Council.

Section 1.05 Business Associate. The term "Business Associate” shall mean Council
when it, pursuant to this Agreement: ,

(@)  On behalf of a Covered Entity, but other than in the capacity of a member
of the workforce of such Covered Entity, performs, or assists in the performance of:

(1) A function or activity involving the use or disclosure of PHI,
including claims processing or administration, data analysis, processing or
administration, utilization review, quality assurance, billing, benefit management,
practice management, and repricing; or

(@)  Any other function or activity regulated by the Privacy Rule; or
(b)  Provides, other than in the capacity of a member of the workforce of g
Covered Entity, legal, actuarial, accounting, consulting, data aggregation (as defined in
45 CFR § 164.501), management, administrative, accreditation, or financial services to or
for 2 Covered Entity, where the provision of the service involves the disclosure of PHI
from such covered entity, or from another business associate of the Covered Entity to the
Business Associate.

Section 1.06 Contractor. The term "Contractor" shall mean Tahlequah City Hospital.

Section 1.07 Council. The term "Council” shall mean the Cherokee County Health
Services Council.

Il‘



Section 1.08 Covered Entity. The term "Covered Entity" shall mean a Member that is a |
health care provider who transmits any health information in electronic form in connection with

a transaction covered by 45 CFR Parts 160, 162, or 164.

Section 1.09 Data Provider. The term "Data Provider” shall mean those Members that
submit and store Information on the Network. Unless also a Data Recipient, a Data Provider
shall not have access to the Information stored on the Network. New Data Providers may be
added from time to time by action of the Management Committee.

Section 1.10 Data Recipient. The term "Data Recipient" shall mean those Members
that have access to the Network Information under the terms of this Agreement. New Data
Recipients may be added from time to. time by action of the Management Committee,

systems maintained by or for a health plan; or (c) used in wholé or in Part, by or for a Covered
Entity to make decisions about Individuals. For these pwrposes, the term "record” means any
item, collection, or grouping of information that includes PHI and is maintained, collected, used,
or disseminated by or for a Covered Entity.

| Section 112 Electronic Protected Health Information ("EPHI"). The term "Electronjc
Protected Health Information" shall mean PHI that is transmitted by "electronic media” (as that
term is defined at 45 CFR § 160, 103) or that is maintained in any form of electronic media,

Section .13 Founding Members, The term Founding Members shall mean. the
following entities: Bill Willis Community Mental Health and Substance Abuse Services,
Cherokee County Health Department, Cherokee County Health Services Council, Cherokee
Nation, Hastings Indian Medical Center, Northeastern Oklahoma Community Health Centers,
Northeastern State University, and Tahlequah City Hospital. '

Section 114 Health Care Operations, The term “Health Care Operations” shall have

the same meaning as such term is defined in 45 CFR § 164.501, including but not limited to

Section 1.15 HHS. The term "HHS" shall mean the United States Department of
Health and Human Services.

Section 1.16 HIPAA. The term HIPAA shall mean the Health Insurance Portability and
Accountability Act of 1996 and its implementing regulations, all as amended,
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Section 1.17 Individual. The term "Individual” shall mean a person who is the subject
of PHI, and shall have the same meaning as the term "individual” as defined in 45 CER §
160.103 and shall include a person who qualifies as a personal representative in accordance with

45 CFR § 164.502(g).

Section 1.18 Information. The term “Information” shall mean the written or electronic
information stored by Data Providers on the Network as more fully described in Section 3.01.

Section1.19 Limited Data Set. The term "Limited Data Set” shall mean PH] that
excludes all direct identifiers of an Individual or of all relatives, employers, or household
members of the Individual that are required to be removed pursuant to 45 CFR § 164.514(¢).

Section 1.20 Management Committe, The term "Management Committee” shai] mean

the committee established pursuant to ARTICLE IX of this Agreement,

Section1.21 Members. The term “Members” shall mean entities that are Data
Providers and/or Data Recipients. New Members may be added from time to time by the action
of the Management Committee under the procedures in Section 1 0.02.

Section 1.22 Network. The term “Network” shall mean the Secure Medical Records
Transfer Network as described in this Agreement.

Section 1.23 Parties. The term "Parties” shall mean Council, Data Recipients, and Data
Providers.

Section 1.24 Payment. The term "Payment" shall have the same meaning as such term
is defined in 45 CFR §164.501, including, but not limited to, obtaining or providing

reimbursement for the provision of health- care,
Section 1.25 Privacy Rule. The term "Privacy Rule” shall mean the Standards for

Privacy of Individually Identifiable Health Information at 45 CFR Parts 160 ang 164, as
amended.

Section 1.26 Protected Health Information ("PHI"). The term "Protected Health
Information” and the abbreviation "PHI" shall have the same meaning as the term "protected
health information" in 45 CFR § 160.103, limited to the individually identifiable health
information created or received by Business Associate from or on behalf of a Covered Entity.
This term shall include Electronic Protected Health Information,

Section 1.27 Reguired By Law. The term "Required By Law” shalj have the same
meaning as the term "required by law" in 45 CFR § 164.103.




Section 1.28 Secretary. The term "Secretary” shall mean the Secretary of the United
States Department of Health and Human Services or his or her designee.

Section 1.29  Security Incident. The term "Security Incident" shall have the meaning as
the term "security incident” in 45 CFR § 164.304 which generally means the attempted or
successful unauthorized access, use, disclosure, modification, or destruction of information or
interference with system operations in an information system.

Section 1.30 SMRTNET or Netw. tk. The terms "SMRTNET" and Network shall
mean the Secure Medical Records Transfer Network as described in this Agreement,

Section1.31 Sofiware Vendor. The term "Software Vendor" shall mean the third-party
with which Contractor or Council may contract to provide software, hardware, and other services

related to the storage, use, and disclosure of Information by and between Meémbers,

Section 1.32 Treatment. The term "Treatment” shall have the definition assigned to it
by the Privacy Rule at 45 CFR § 164.501, namely, the provision, coordination, or management
of health care and related services by one or more health care providers, including the
coordination or management of health care by a health care provider with a third party,
consultation between health care providers relating to a patient, or the referral of a patient for
health care from one health care provider to another.

ARTICLE I
Recitals

Section 2.01 Purposes of A ement..
(3)  The Agency for Healthcare Research and Quality of the U.S. Department

of Health and Human Services has provided funds throﬁgh a contract with Contractor to
create and conduct a health information network ("SMRTNET" or "Network") to allow
the centralized collection and storage of patient data for access and use by Data

Recipients.

() SMRTNET is organized to facilitate health information sharing and

aggregation for Treatment and Health Care Operations through the Network and in a
manner that complies with all applicable laws and regulations, including without
limitation, those protecting the privacy and security of health information.

(¢)  The Parties recognize the benefits in increased»quality of patient care to be
gained from the sharing of patients' medical information, Through the sharing of health
information of patients who are seen by more than one of the Members, the Network
seeks to reduce the costs of care inefficiencies such as unnecessary repeat testing and



increase the accuracy of medical diagnoses through common and rapid access to patient
information through electronic means to lead to improved outcomes for patients.

(@  The Parties desire to store Information on the Network, allowing Data
Recipients access to such Information, and/or retrieve patient data from the Network in
order to provide informed health care to patients.

(1)  Patient demographic information;

(2)  Diagnosis;

(3  Pharmacy;

(4)  Allergies and reactions;
(5)  Laboratory results;
(6)  Historyand physical;
(7)  Immunizations; and

(8)  Health risk factors,



() Assoon as reasonably practicable after the execution of this Agreement,
Data Providers shall submit at least twelve (12) months' of retrospective Information to
the Network, to the extent allowed by law.

(c)  Data Providers may store Information in addition to the minimum set of
Information required by this Section and are encouraged to submit any and all
information that may be relevant to the clinical care of a patient. The Management
Committee may vote to require Members to submit additional categories of Information
pursuant to Section 9.02, but may not vote to reduce the Information to be submitted to
the Network defined in this Agreement.

Section 3.02  General Storage Principles.

(8)  Each Data Provider shall use reasonable and appropriate efforts to ensure
that all Information it provides to the Network is accurate, free from serious error,

reaéonably complete and provided in a timely manner.
(b)  Data Providers' Information shall not be used for any of the following
purposes:
(1)  Any use not allowed by this Agreement or a decision of the
Management Committee; '
(@) Any use that is prohibited by the laws of the United States of
America or the laws of the State of Oklahoma;
(3)  Conducting comparisons of the performance of other Members
and/or Authorized Users, without the express written consent of Council and each
of the Members and Authorized Users being compared.

(a)  Each Data Provider represents and warrants that it is authorized to allow
the Data Recipients, Council, and Couneil's subcontractors to access the Information,
provided that such access is made as described in this Agreement pursuant to the Privacy
Rule and all other applicable federal, state, and local laws, and/or pursuant to a duly
executed authorization from any Individual to whom the Information applies.

(b)  To the best of each Data Provider's knowledge, storing the Information on
the Network does not violate any rights, including copyrights, of third parties.

(©)  If federul, state, or local law requires Data Provider to obtain a patient's
authorization or consent prior to submitting Information to the Network, or prior to
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Section 3.04 Licenses,

(@)  Council grants to each Data Provider, and each Data Provider shall be
deemed to have accepted, a non-exclusive, personal, nontransferable, limited right to
have access to and to use the Network for the purposes of complying with the obligations
described in this Article, subject to the Data Provider’s full compliance with thig
Agreement and Management Committee decisions. Council retaing all other rights to the

Network except for the limited rights to use the Network expressly granted by this
Agreement, .

, (b)  Data Providers grant to Council and Council's subcontractors a perpetual,
fully-paid, worldwide, non-exclusive, royalty-free right and license (i) to license and/or
otherwise permit others to access through the Network and use al] Information provided
by the Data Provider in accordance with this Agreement and Management Committee

determines is necessary and appropriate to comply with and carry out jts obligations
under all applicable federal, state and local laws and regulations.
ARTICLEIV

(@  Council grants to each Data Recipient, and each Data Recipient shall be
deemed to have accepted, a nonvcxclusivg-, personal, nontransferable, limited right to



rights to the Network except for the limited rights to use the Network expressly granted
by this Agreement. .

(®) A Data Recipient may use the Network only for the permitted purposes
described in this Agreement and pursuant to Management Committee decisions.

() Data Recipient agrees to obtain any required consents or authorizations
under applicable federal, state, or local law that may be necessary to authorize the

(d)  The Data Recipient shall use the Network only for the Data Recipient’s
own account, and shall not use any part of the Network to provide separate services or
sublicenses to any third party, including without limitation providing any service bureau
services or equivalent services to a third party.

() The Data Recipient shall not use the Network for any purpose or in any
manner that is prohibited by the laws of the United States of America or the laws of the
State of Oklahoma.




through the Data Recipient or by use of any password, identifier or log-on received or obtained,
directly or indirectly, lawfully or unlawfully, from the Data Recipient or any of the Data
Recipient’s Authorized Users, with respect to the Network and/or any confidential and/or other
information accessed in connection therewith, and all such acts and omissions shall be deemed to
be the acts and omissions of the Data Recipient. Each Datg Recipi'ent,shall'.certify:‘

laws and this Agreement;
(b)  That its Authorized Users shall only access the Network for purposes
approved by the Data Recipient and that are consistent with. this ent and the

() That it has restricted access to the Network only to the Authorized Users
that the Data Recipient has identified pursuant to this Section.

Data Recipient shall immediately notify the Network when an Authorized User’s access to the
Network should be removed.



shall have any recourse agaiﬁst, and hereby waive, any claims against Council and Contractor for
any loss, damage, claim or cost relating to or resulting from the Member's or Authorized User's
own use or misuse of the Network,

Section 4.08

(@  The Network uses available technology to match patient identities with
their records in the Network to provide Data Recipients with patients’ Information,
Because patient Information is maintained in multiple places and because not all patient
Information is kept in a standard fashion, it is possible that false matches may occur or
that there may be errors or omissions in the Information provided to a Data Recipient. To
that end, it is incumbent upon the Data Recipient to verify the patient's Information with
each patient before the Information is relied upon in treating or diagnosing the patient.

representations or promises regarding the continued Patticipation of any particular Data
Pravider or the availability of any or all of the Information on the Network. Data
Providers and/or Information may be added to or deleted from the Network at any time
and such changes may be beyond the control of Council and may occur without prior
notice to Data Recipient. _ : '

() Members acknowledge and agree that the Associated Software is an
information management tool only and that it contemplates and requires the involvement
of healthcare professionals, Membgrs further acknowledge and agree that Council and
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omissions regarding the content of the Associated Software, although every effort has
been made to ensure its quality and accuracy. Members assume all risk for selection and
use of the content in the Associated Software.

. Section 4.09 Inaccurate Data. All data to which access is made through the Network
and/or the Services originates from Data Providers, and not from Council. All such data is
subject to change arising from numerous factors, including without limitation, changes to patient
health information made at the request of the patient, changes in the patiqntfs health condition,

this Agreement, Council shall have no responsibili-ty for or liability related to the accuracy,
content, currency, completeness, content or delivery of any data ejther provided by a Data
Provider, or used by a Data Recipient, pursuant to this Agreement.

ARTICLE V
Confldentiality and Security
Section 5.01 Confidentiality. The Data Recipients agree that any Information obtained
from the Network will be kept confidential pursuant to the Privacy Rule and all other applicable
federal, state, and local laws, statutes and regulations, as well as each Data Recipient’s own rules
and regultions goveming the confidentiality of patient records and information, Any hard copy

disclosures of such Information,
Section 5.02 Enforcement of Confidentiality b Members. Each Member agrees to

enforce the confidentiality provisions of this Agreement by appropriately disciplining individuals
w1th1n each Member’s organization who violate the confidentiality of the Information pursuant

to each Member’s tespective confidentiality and disciplinary policies.

Section 5.03 Members' Business and Propri Data. Council agrees that it
will not provide any data related to patient volume, charges to patients or third-party payers and
similar reimbursement data, and Members’ practice pattems to any other Member or third-party,
and will not publish any such data in an identifiable form, without the written permission of the
affected Member. '
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Section 5.04 Security. Members shall implement security measures with respect to the

Network. Such security measures shall be as stringent as those required by the Security
Standards promulgated pursuant to HIPAA (45 CFR Parts 160 and 164),

Section 5.05 Malicious Software. Vin an er Threats. Members shall use
reasonable efforts to ensure that their connection to and use of the Network, including without
limitation the medium containing any data or other information provided to the Network, does
not include, and that any method of transmitting such data will not introduce, any program,
routine, subroutine, or data (including without limitation malicions software or “malware,”

ARTICLE V1
C‘oordinatiog of the Network

Section 6,01  Council Role.

(b)  If Council determines that the services of one of more subcontractors is
necessary to fulﬁll some or all of Council's obligations to the Net rk, Council may

raises a written objection to Council regarding the engagement of the subcontractor
within fourteen (14) days of Council's notice, Council may engage such subcoritractor
without further approval of the Management Committee. If any member of the
Management Committee raises a written objection to Council regarding the engagement
of the subcontract within fourteen (14) days of the Council's notice, Council may not
engage such subcontractor without the approval of the Management Committee pursuant
to Section 9.02.

(¢}  Council shall employ security mechanisms that are consistent with the
final Security Standards (45 CFR Parts 160, 162, and 164) issued pursuant to the Health
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Insurance Portability and Accountability Act of 1996 to provide for the security of the
Information.

Associated Hardware at any time afier providing Contractor or Council with reasonable.
notice, Use of the Associated Software or Associated Hardware by a Member may
require that a Member enter into separate subscription, licensing, or other agreements
with Software Vendor, or which may be open-source. Rach Member shall not
unreasonably withhold its execution of such agreements as may be required for the use of
such software, hardware or services, and. shall comply with the ternis of any license or
other agreement held by Member, and any open-source or similar licenses, relating to
third-party products included in Associated Software,

()  Council grants (or will secure a grant) to each Member a non-exclusive,
personal, nontransferable, limited license to use the Associated Software and the
Associated Hardware for access to or use of the Network.

() The Member shall not modify, reverse engineer, decompile; disassemble,
re-engineer or otherwise create or permit or assist others to create the Associated
Software or the Network, or to create any derivative works from the Associated Software

or the Network. The Member shall not modify the Associated Software or combine the
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Associated Software with any other software or services not provided or approved by
Council.

Section 6.03 Provision of Network Equipment and S fiware by M s. Each
Member shall be responsible for procuring ail equipment, communication lines/web access, and

Member affected by the change. As part of the Member's obligation to provide Member’s
Required Hardware and Software, the Member shall be responsible for ensuring that all the
Member’s computers to be used to interface with the Network are properly configured, including
but not limited to the operating Network, web browser and Internet comnectivity,

Section 6.04 Disclaimer of Warranties. The Parties do not intend for the provision of

the equipment, software, services, or training to any Member to constitute a sale or lease, the

Section 6.05 Carrier Lines, By using the Network, each Member shall acknowledge
that access to the Network is to be provided over various facilities and communications lines,
and information will be transmitted over local exchange and internet backbone carrier lines and
through routers, switches, and other devices (collectively, “carrier lines”) owned, maintained,
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and serviced by third-party carriers, utilities, and internet service providers, all of which are
beyond Council’s control. Council assumes no liability for or relating to the integrity, privacy,
security, confidentiality, or use of any information while it is transmitted on the carrier lines, or
any delay, failure, interruption, interception, loss, transmission, or corruption of any data or other
information attributable to transmission on the carrier lines. Use of the carrier lines is solely at
user’s risk and is subject to all applicable local, state, and national laws,

Section 6.06 Use of Network Equi ent. The Members agree that any equipment
associated with the Network,_ whether supplied by Council or a Member, shall not be used in any

(b)  The Members agree to cooperate in the process of standardized coding of
physician orders and test results,

to time, materials, and trave] expenses incurred in mluﬁon, of a problem that is
determined to originate within the Member, its applicable infrastructure, a Member
device, or Member’s Required Hardware and Software,

(d)  Except for fees authorized by or imposed by the Management Committes
pursuant to Section 9.01(a)(11), 1o Member shall impose or charge any other Member or
third-party any fee related to the Network,

ARTICLE VI

ARIILLE VIl
HIPAA Business Associate Provisions
Section 7.01  Limits on Use and Disclosure.

(@  Business Associate agrees to not use or further disclose PHI other than as
permitted or required by this Agreement or as Required By Law. Business Associate



Associate performs for, or on behalf of, each Covered Entity as specified in this
Agreement (including, but not limited to, Exhibit B), provided that such use or disclosure
would not violate the Privacy Rule if done by a Covered Entity. Such functions,
activities, or services shall include, but not be limited to, performing any function

purposes. Any such use or disclbsme- shall be limited to those reasons and those

individuals as necessary to meet the Business Associate's obligations under this

Agreement.

(b)  Business Associate shall not use or disclose PHI for any fundraising or
marketing purposes. Further, Business Assaciate will not make the following disclosures

that are otherwise allowed to be made by a Covered Entity under 45 CFR. § 164.512
unless compelled to do so by law or unless such a disclosure is specifically authorized or
required by this Agreement:

(I} About victims of abuse, neglect, or domestic violence;
(2)  Forhealth oversight activities;

()  Forjudicial and administrative proceedings;

(4)  For law enforcement purposes;

(3)  About decedents;

(6) For cadaveﬁc organ, eye, or tissue donation purposes;
(7)  To avert a serious threat 1o health or safety;

(8)  For specialized govemnment functions; or

(9  For workers' compensation purposes;

If Business Associate is requested to make a disclosure for one of the foregoing reasons,
it shall forward such request to the Covered Entity so that the Covered Entity can

(c) Notwithstanding Section 1.01(a), Business Associate may use PHI for the
Proper management and administration of the Business Associate or to carry out the legal
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that disclosures are Required By Law, or the Business Associate obtains reasonable
assurances from the person to whom the PHI is disclosed that it will remain confidential
and used or further disclosed only as Required By Law or for the purpose for which it
was disclosed to the person, and the person notifies the Business Associate of any
instances of which it is aware in which the confidentiality of the PHI has been breached.

Associate may use PHI to provide data aggregation services to a Covered Entity as
permitted by 42 CFR § 164.504(e)(2)(i1)(B), except as otherwise provided by this
Agreement.

administrative, physical, and technical safeguards that reasonably and appropriately protect the
confidentiality, integrity, and availability of Electronic Protected Health Information that it
creates, receives, maintains or transmits on behalf of Covered Entity.

Section 7.03 Report of Im se_or losure. Business Associate agrees

Associate further agrees to report to Covered Entity, or his/her designeé, in wntmg, any ﬁhysibal
or technical Security Incidents of which it becomes aware.

Section 7.04_ Agents and Subcontractors. Business Associate shall ensure that any

agent, including a subcontractor, to whom it provides PHI received from, or created or received
by the Business Associate on behalf of, 2 Covered Entity, agrees in writing to the same
restrictions and conditions. that apply through this Agreement to the Business Associate with
Tespect to PHL Such written agreement shall also require the agent or subcontractor to.
implement reasonable and appropriate administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of EPHI that it
Creates, receives, maintains or transmits on behalf of Covered Entity.

Section 7.05 Access to Records. Business Associate shall provide reasonable access to
PHI in a Designated Record Set in the Business Associate's possession to the Covered Entity to
which the PHI belongs in order for the Covered Entity to meet the requirements under 45 CFR §
164.524 with regard to providing an Individual with a right to access the Individual's PHI. Prior
to making a request to Business Associate under this Section, Members shall make a good faith
effort to gather the requested PHI from their own data sources. In any event, Business Associate
shall not respond directly to requests from Individuals for access to their PHI in a Designated
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Record Set. Business Associate will refer such Individuals to the relevant Covered Entity so that
the Covered Entity can coordinate and prepare a timely response to the Individual.

Section 7.06 Amendments to PHIL

(8)  Business Associate shall provide reasonable access to PHJ in a Designated
Record Set in the Business Associate's possession to the Covered Entity to which the PHI
belongs for Covered Entity to make any amendments that Covered Entity agrees to make
pursuant to 45 CFR § 164.526 or to otherwise allow Covered Entity to comply with jts
obligations under 45 CFR § 164.526. Amendments to PHI in the Network shall be made
by Covered Entity to the Network through routine submissions of Information via ag
electronic interface from a System operated by the Covered Entity,

M) Business Associate shall not respond directly to requests from
Individuals for amendments to their PHI in a Designated Record Set. Business Associate

coordinate and prepare a timely résponse to the Individual.

Section 7.07 Documentation and Provision of Disclosus .

(a Business Associate shaj] ument such disclosures of PHI and
information related to such disclosures ag would be required for Covered. Entity to

(b)  For each non-excepted disclosure, Business Assaciate shall document the
following information: (i) the date of the disclosure; (ii) the name of the entity or person
who received the PHI and, if known, the address of such entity or person; (iii) a brief
description of the PHI disclosed; and (iv) a brief statement of the purpose of the
disclosure that reasonably states the basis for the disclosure. In the alternaty
Associate may document and report disclosures in accordance with 45 CFR §
164.528(b)(3)-(4).
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relevant Covered Entity so that the Covered Entity can coordinate and prepare a timely
response to the Individual.

Section 7.08  Availsbility of Internal Practices, Books and Records. Business Associate
shall make its internal practices, books, and records relating to the use and disclosure of PHI

received from, or created or received by the Business Associate on behalf of, a Covered Entity
available to the Secretary, in a reasonable time and manner designated by the Secretary, for
purposes of determining a Covered Entity’s compliance with the Privacy Rule.

Covered Entity has agreed to in accordance with 45 CFR § 164.522, if such changes or
restrictions affect a Business Associate's permitted or required uses and disclosures. A Covered
Entity shall not agree to any such changes or restrictions without consulting with. Business
Associate to determine whether Buginess Associate and the Network are physically,

under the Privacy Rule if done by Covered Entity,

Section7.11 Notice of Privac ices. Each Covered Entity shall provide Business
Associate with the Notice of Privacy Practices that Covered Entity produces in accordance with
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ARTICLE VIIX

Limitations of Liability and Indemniﬁcagogg

Section 8.01 No Warranties, Access to the Network and the information obtained bya
Data Recipient pursuant to the use of those services are provided “as is” and “ag available”
without any warranty of any kind, expressed or implied, including but not limited to, the implied
warranties of merchantability, fitness for a particular purpose, and noninfringement. As to
Council and Contractor, the Member is solely responsible for any and all acts or omissions taken
or made in reliance on the Network or the information in the Network, including inaccurate or

strict liability, o any other theories of liability, even if Council or Contractor has been apprised
of the possibility or likelihood of such damages occurring. The foregqing Sentence, or any other

part of this Agreement that limits the liability of Council, any Member, or Contractor, shall not

any Member, or Contractor, shall not be effective to limit the liability of Council, any Member,
or Contractor to any claim made by the State of Oklahoma, any Agency of the State of
Oklahoma or any subdivision of said Agency, or any political subdivision of the State of
Oklahoma. Council and Contractor are not responsible for the content of any information
transmitted or received through the Network.

Section 8.03 Indemnification. To the extent allowed by law, Council and each Member

(each, an “Indemnifying Party”) each shall hold the other, Contractor, and, if the Member is the
Indemnifying Party, the other Members (the “Indemnified Party”) free of and harmless from all
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indemnification provided in this Section, however, shall not apply if the liability or damage is
caused by the negligence or willfyl misconduct of the Indemnified Party. This Section shall
survive the termination of this Agreement and the withdrawal of any Member, Notwi i

ARTICLE IX

Section 9.01

(@)  The Board shall establish and appoint a Management Committee to advise
the Board on the operation of the Network and to exercise such powers. and duties

pleasure of the Board and the Board shall be entitled to fill any vacancies left by
representatives who resign or who are removed. Each Management Committee member
shall nominate for the Board's consideration the individuals each member recommends
for its primary and altemate representatives, In the event of a vacancy, the affected
Management Committee member shall nominate 3 replacement representative for the

-21-



(¢)  The Board, in its sole discretion and upon a recommendation of the
Management Committee, may expand the Management Committee and addadditional
voting members and appoint representatives for such new voting members pursuant to

Section 9.01 (b).
Section 9.02 Voting,

(@)  Each Management Committee member shall be entitled to exercise one
vote on decisions made by the Management Committee, regardless of the number of their
respective Managemenit Commxtteereprwentanves At any meeting of the Management
Committee, the presence of Management Committee members who hold at least 51% of
the votes that may be cast by all Management C ittee members shall constitute a

® A Management Committee member may, upon written election delivered
to the Board and to the Management Committee, elect to serve in an ex-officio position.
A Management Commiittee member making such an election shall not be entitled to vote
on any business before the Management Committee:

Section 9.03 Management Committee Deci isions.

@) No decision made by the Management Committee may contravene any

provision of the Agreement or the spirit or intent thereof,
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present, within ten (10) days after receipt of written notification of the Management
Committee decision. Such an objecting Party shall be entitled to abstain from complying
with such decision without penalty unless the Party’s concemns regarding the decision are
accommodated by the other Parties to this Agreement,

-ARTICLE X

Amendment and Addition of Subsequent Members

similar to this Agreement or that moorporates this Agreement by refcfencc, in the discretion of
the Management Commm Notwithstanding the foregoing, the Management Committ:c, in its



ARTICLE X1
Term and Termination

hundred eighty (180) days before the rencwal date. The withdrawal of less than all of the
Members shall not be considered a termination of the Agreement and the remaining Members
shall continue to participate under the terms of the Agreement, as amended.

: . ' Informati erminati .Uponthecomplete
termination of this Agreement, the Members agree that the Information stored on the Network as
of the date of the termination of ‘the Agreement shall remain on the Network for use and
disclosure; subject to Council's desire to continue maintaining the Network, under the following
conditions: -

(3)  Data Recipierits may continue to access all Network Information pursuant

to ARTICLE IV and ARTICLE V of the Agreement until such time as an election is
made by a Data Provider to disallow such access to its own lnformation'. If a Data

Provider's Information will no longer be available to other Dats Recipients and such an
electing Data Provider, if also a Data Recipient, shall thereafter be precluded from
accessing the Network. Notwithstanding, Information may continue to be used and
disclosed for the reasons described in Section 11.05.

()  Continued use and. disclosure of the Information pursuant to Section
11.02(a) shall be subject to ARTICLE V, ARTICLE VH and ARTICLE VIII.

(8) A significant breach of another Member’s duties of confidentiality under
ARTICLE V of this Agreement with regard to Information stored on the Network by the
withdrawing Member, or a significant breach of Council's duties under ARTICLE VII
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Management Committee which will determine, pursuant to Section 9.02 of this
Agreement, whether a claimed breach is significant enough to constitute cause under this
Agreement. This determination shall be an advisory opinion and shail not be binding on
any party to this Agreement and shall not act as a waiver or determination of any Party’s
rights under federal, state, or local laws. In a vote to determine whether a breach is
significant, the complaining party(ies) and the alleged-breaching party(ies) shall not
participate (unless all Members other than the alleged-breaching party(ies) are
complaining parties); or

(©)  The failure of the Management Committee to reasonably accommodateé a
Member's objections to a Management Cotnmittee decision pursuant to Section. 9.03(¢).

Agreement or the withdrawal of a Member. However, if elected in compliance with, or
mandated by a term of, this Article, Information may no longer be available for Members to
access after the termination of this Agreement or the withdrawal of a Member except for the
purposes that make the return or destruction of the Information infeasible. Council shall
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ARTICLE XTI
Miscellaneous Provisions

" Section 12.01 Participation in s National Health Information Network. The Parties
recognize the effort by the federal government to promote the creation of a national interoperable

health information network and the creation of the Network and this A _

, . arty shall indicate the role(s)
\greement and each Party shall comply with all provisions of

. The scope, performance, validity, enforcement, and all
e governed by the laws of the State of Oklahoma, unless

n12.04 Multiple C nterparts.  This Agreement may be executed in multiple
counterparts, each of which will be deemed an original, but al] of which together will constitute

one and the same
Section 12.05 Incorporation By Reference. All exhibits attached to this Agreement are

incorporated by reference and made g part of this Agreement as if those exhibits were set forth at
~ length in the text of this Agreement.

Section 12.06 Gender, Any reference to gender will be deemed to include the masculine,
the feminine, and the neufer genders unless the context otherwise requires,

Section 12.07 Headings. Any subject headings used this Agreement are included for
purposes of convenience only, and shall not affect the construction or interpretation of any of its
provisions.

Section 12.08 Succession and Assignment. This Agreement will be binding on, and will
inure to the benefit of, the Parties and their respective successors and assigns. No party may
assign or transfer any rights or obligations under this Agreement without the prior written
consent of the other Parties, which consent shall not be unreasonably withheld.
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Section 12.09 No Third Party Rights. This Agreement does not and will not create in

any natural person, corporation, partnership, or other organization any benefits or rights, and this
Agreement will be effective only as to the Parties and their successors and assigns.

Section 12.10 Compliance With Laws. The Parties to this Agreement intend and in good

faith believe that this Agreement complies with all federal, state, and local laws. If any provision
of this Agreement is declared void by a court or arbitrator, or rendered invalid by any law or

Section 12.12 MMM' It is mutually understood and agreed that in
performing their respective duties and obligations hereunder, the Parties are at all times acting as

Section 12,13 Notification of Claims, Each Party shall provide all other Parties with
written notice within five (5) business days after notification or receipt of any civil or criminal
claims, demands, causes of action, lawsuits, or govemnmental enforcement actions arising ont of
or related to this Agreement, regardless of whether the other Parties are named as a party in such
claims, demands, causes of action, lawsuits, or enforcerment actions.

Section 12.15 Corporate Compliance. The Parties acknowledge that some or all of them
have in place a Corporate Compliance Program ("Program") which has as its goal to ensure that
the Party complies with federal, state, and local laws and regulations. These Programs focus on
risk management, the promotion of good corporate citizenship, including the commitment to
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uphold a high standard of ethical and legal business practices, and the prevention of misconduct.
The Parties acknowledge one another’s respective commitments to their Programs. and agree to
conduct all business transactions which occur pursuant to this Agreement in accordance with the
underlying philosophy of Program Compliance adopted by the respective Parties.

Section 12.16 Waiver of Breach. No failure or delay by any party in exercising its rights
under this Agreement shall operate as a waiver of such rights, and no waiver of any breach shall
constitute a waiver of any prior, concurrent, or subsequent breach.

Section 12.17 Force Majeure. No Party shall be deemed in violation of any provision of
this Agreement if it is prevented from performing any of its obligations by reason of: () severe.
weather and storms; (b) earthquakes or other natural occwrences; (c) strikes or other labor
unrest; (d) power failures; (e) nuclear or other civil or military emergencies; (f) acts of
legislative, judicial, executive, or administrative authorities; or (g) any other circumstances that
are not within its reasonable control. This Section shail not apply to obligations imposed under
applicable laws and regulations or obligations to pay money.

Section 12.18 Complete Understanding.  This Agreement and any other document
executed by a Party to become a Member pursuant to Section 10.02 shall together contain the
entire understanding of the Parties, and there are no other written or- oral understandings or
promises between the Parties with respect to the subject matter of this Agreement or any other
document executed by a Party to become a Member pursuant to Section 10.02 other than those
contained or referenced in this Agreement and such documents. All modifications or
amendments to this Agreement shall be in writing and signed by all parties.

IN WITNESS WHEREOF, the Parties have executed this Agreement as of the dates
indicated below. :

By:

Signature O Data Recipient
Printed Date

Title Address
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CHEROKEE COUNTY HEALTH DEPARTMENT/OKLAHOMA STATE
DEPARTMENT OF HEALTH

0 Data Provider

By:

Signature a Data Recipient
Printed Date

Title Address

CHEROKEE COUNTY HEALTH SERVICES COUNCIL

By:

Signature

Printed Date
Title » Address
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CHEROKEE NATION

By:
Signature

Melissa Gower
Printed

Group Leader, Health Services
Title

By:
Signature

Chad Smith
Printed

Principal Chief
Title

HASTINGS INDIAN MEDICAL CENTER

By:
Signature

Printed

Title
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O Data Provider

O Data Recipient

Date

Address

Date

O Data Provider

O Data Recipient

Date

Address



NORTHEASTERN OKLAHOMA COMMUNITY HEALTH CENTERS, INC

By:

Signature.

Printed

Title
NORTHEASTERN STATE UNIVERSITY

By:

Signature

Printed

Title

TAHLEQUAH CITY HOSPITAL

By:

Signature

Title
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O Data Provider

O  Data Recipient

Date

Address

O Data Provider

O Data Recipient

Date

Address

O Data Provider

Data Recipient
Contractor

O

Address



SMRTNET MEMBER AGREEMENT
EXHIBIT A
ASSOCIATED HARDWARE AND SOFTWARE

"Associated Soﬁware and Assoclated Hardware mean the software and/or hardware required to
access the Network. Section 6.02 provides that Associated Software and Associated Hardware
may be provided through the Software Vendor. The Council will not be providing any
Associated Hardware; however, Associated Sofiware necessary for Data Recipients to access the
Network shall be provided through a contract with the Software Vendor which is attached hereto

as Attachment 1.
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SMRTNET MEMBER AGREEMENT
EXHIBITB
PERMITTED USES AND DISCLOSURES OF NETWORK INFORMATION

Pursuant to Section 4.2 of the Agreement, Network Information may be used and disclosed for
the following purposes (subject to any restrictions set forth in the Agreement) and all Data
Providers shall grant fall access to the Information they store on the Network o applicable
Members and Council for the following purposes:

(&) When apatient is under the Treatment of a Data Recipient, the Data Recipient and.
its Authorized Users may have, and all other Members shall grant such Data Recipient and its
Authorized Users, full access to the Information stored on the Network for purposes of treating
the patient. o : ‘

()  Upon a vote of the Management Committee, Information stored on the Network
may be used and disclosed for Payment purposes and Health Care Operations (subject to

reasonable procedures as determined by the Council in consultation with the Management
Committee). :

© Testing the Network (subject to reasonable procedures as determined by the
CounCiI). :

(d)  For the creation and use of a Personal Health Record to be accessed by individual
patients (subject to approval by the Management Committee and reasonable procedures as
determined by_the Council). | | o o o

-(_e);f ' For the creanon anduse of anelech‘omc prescrﬂ:mg system (subject to approval

by the Management Committee and reasonable procedures as determined by the Council).
() For the creation and use of a clinical messaging system (subject to approval by the
Management Commitice and reasonable procedures as determined by the Council), ,
®  For the creation and use of chronic disease management programs (subject o
approval by the Management Committee and reasonable procedures as determined by the

Council).

(h)  For the creation and use of imaging and image report sharing (subject to approval
by the Management Committee and reasonable procedures as determined by the Council).
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SMRTNET MEMBER AGREEMENT ADDENDUM

The parties to the SMRTNET Member Agreement hereby agree to this ADDENDUM as
indicated below effective on the date executed. The purpose of this Addendum is to apply special
terms and conditions to the Agreement between the parties To the extent that any provision of
SMRINET Member Agreement or any other addendum thereto is inconsistent with any
provision of this Addendum, the provision of the Addendum shall supersede all such other
provisions.

1. Immunity to Suit

Nothing in SMRTNET Member Agreement or any addendum thereto shall subject an Indian
tribe to State law to any greater extent than State law is already applicable.

2. Choice of Law

The scope, performance, validity, enforcement, and all other aspects of this Agreement shall be
governed by the laws of the State of Oklahoma, unless otherwise preempted by the laws of the

the State of Oklahoma and maintains the defense of sovereign immunity to any claims made by
any party, including the State of Oklahoma, any Agency of the State of Oklahoma, or any
subdivision of said Agency, or any political subdivision of the State of Oklahoma against the
Cherokee Nation pursuant to the SMRTNET Member Agreement.

By: _ Date:
Signature

Printed Name and Title
CHEROKEE COUNTY HEALTH DEPARTMENT/OKLAHOMA STATE
DEPARTMENT OF HEALTH

By: Date:
Signature

Printed Name and Title
CHEROKEE COUNTY HEALTH SERVICES COUNCIL:

By: . Date:
Signature

Print Name and Title
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CHEROKEE NATION:

By: Date:
Signature

Melissa Gower, Group Leader, Health Services

Printed Name and Title

By: Date:
Signature

Chad Smith. Principal Chief

Printed Name and Title

HASTINGS INDIAN MEDICAL CENTER:

By: Date:
Signature

Printed Name and Title

NORTHEASTERN OKLAHOMA COMMUNITY HEALTH CEN TER, INC.:

By: ’ Date:
Signature ‘

Printed Name and Title
NORTHEASTERN STATE UNIVERSITY: |

By: ~ Date:
Signature

Printed Name and Title

TAHLEQUAH CITY HOSPITAL:

By: Date:
Signature

Printed Name and Title
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