Group: Marshal Service Month/Year of Report: October 2020
Executive Director: Shannon Buhl Phone: 918-207-3800

Email: shannon-buhl@cherokee.org

1. Budget Highlights-Please Refer to Monthly Financial Report

2. Program Highlights for September 2020:

District 1 412 North

Information Report (8)
Warrants (1)

Other Agency Assists (9)
Warnings (8)

Citations (2)

Alcohol/Drug Arrests (2)
A&B/DV (1)
Burglary/Theft/Larceny (2)

Fraud/Embezzlement (0)
Community Events (0)

Disorderly Conduct/ Resist Arrest (1)

District2 412 South
Information Report (18)
Warrants (4)

Other Agency Assists (26)
Warnings (11)

Citations (0)

Alcohol/Drug Arrests (1)
A&B /DV (2)
Burglary/Theft/Larceny (3)
Child Abuse (1) MVC (2)
Fraud/Embezzlement (1)
Community Events (2)

3. Special Operations:
Dive/Swift Water (0)

SWAT (2) Active Shooter Muskogee, Protection detail AG Barr

Casino Requests (11)

4. Accomplishments/Events:
USAG Barr visit

S. Security:

Security Violations (0)
Vehicle Assists (10)
Incident Reports (21)
Events:

CN Holiday movie event.

6. Facilities:

Hastings (8) EDO

Redbird Smith (0)

Three Rivers (0)
Cooweescoowee Ocheleta (0)
Wilma P Mankiller (0)

Sam Hider (1) EDO




7. Community:
Franky Dreadfulwater
Extra patrols in isolated areas and schools during the shutdown.

John Timothy

Support Patrol functions.
SHS Virtual Lesson plans.
SHS Campus Duties.

8. Emergency Management:

Emergency Management
No Report

Operations
Communicating with Health, Admin and other departments on COVID-19 actions and

updates.

Communicating with FEMA on response to COVID-19.

Communicating with FEMA in regards to the May 2019 storms and floods response.
Attended meetings with local agencies to build partnerships and resource information for
COVID-19.

Proceeded construction on the storm safe room behind CN-EMS.

Assisted CN Marshal Service operations.

Assisted RMRS/MERC operations.

Heaith Services

Supporting the COVID-19 response.

A Supporting the COVID-19 response.

Assisting in developing a COVID-19 Vaccine Plan for Cherokee Nation.
Developing Operational Period Incident Action Plans.

Updating the Cherokee Nation Health Services COVID-19 project list.
Assisting with flu vaccine clinics planning for the fall. |

Assisted in the Health Services Flu Vaccine Push Partner Planning and Exercise.

9. Patrols:

District 1 89
District2 112
Total 201

Concerns addressed from last Rules:



) CHEROKEE NATION ELECTION COMMISSION OCTOBER 2020 RULES REPORT
PJEY Ph: 918-458-5809 | TF: 8003532895 | F: 918.458.6101 Marcus Fears Administrator
marcus-fears@cherokee.org

OCTOBER 2020
L. Budget Highlights
a.) FY21is on target.

Il.  Program Highlights
a.) Voter Processing: As of 10/13/2020

73,998 Total Registered Voters; 42,190 In-District: 31,808 At-Large

Voter Registration Statistics

Applications  Applications  VotersDeleted ~ Voters
I Received  PRejected _ PRestored
® July 20 i 28 0 4 0
BAugust 20 24 | 0 | 10 0 |
September '20 | 81 : 5 f 18 | 1

b.) Statistical Report:
*Detailed Data by District and Precinct is attached.

lll.  Accomplishments

a.) Voter Outreach:

As the Election Commission attends Community Meetings and Outreach events, our
primary focus is to register citizens to vote in tribal elections, provide voter
education and answer questions.

¢ All Voter Outreach has been postponed due to COVID-19.
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X\ CHEROKEE NATION ELECTION COMMISSION OCTOBER 2020 RULES REPORT

P 918-458-5899 | TF: 800.353.2895 | F: 918.458.6101 Marcus Fears Administrator

marcus-fears@cherokee.org

V.

¢ The Election Commission has followed suit with other departments in
social distancing. Beginning June 1%, as with many other departments,
the Election Commission Office opened its doors for the Phase 2 re-
opening. We are back in the office per the guidelines set forth by
Cherokee Nation for Phase 2.

b.) Deceased/Relinquished Status:
The Election Commission Staff are continuing to review each voter's file to ensure
our computer database has all documents scanned into the system that are in a
voter's file.
The Election Commission has stayed current with monthly Tribal Registration
Deceased and Relinquished citizen listings.

Future Plans and Initiatives

a.) The Election Commission has begun approval of all forms/documents for the
Candidate Packet to be available December of 2020.

b.) The EC has also begun studying the amendments to the Election Law to update
any Rules & Regulations as well as proceedures.

¢.) Continue to actively update and correct voter's addresses in the Election
Commission database.

d.) The Election Commission is always willing to answer any of the Council's
questions. If at any time you have a question for our office, please feel free to
email me or call the office. My email and our number are listed at the top of this
report.




Chronicle- Voter Registration by District and Precinct 10/13/2020 8:05 AM
District Precinct Voters
District No, 1 Hulbert 1,237
Okay 299
Tahlequah (1) 1,542
Total for District 3,078
District No. 2 Briggs 234
Lowrey 244
Tahleguah (2) 2,427
Total for District 2,905
District No. 3 Keys 954
Tahlequah (3) 1,801
Total for District 2,755
District No. 4 Ft. Gibson 1,078
Muskogee 545
Warner 729
Total for District 2,352
District No. 5 Gore 332
Sallisaw (5) 614
Vian 1,145
Total for District 2,091
District No. & Belfonte 120
Marhle City 173
Muldrow 1,649
Sallisaw (6) 1,651
Total for District 3,593
District No. 7 Cave Springs 283
Chewey 85
Stilwell (7) 2,552
Westville (7) 706
Total for District 3,626
District No. 8+ Bell 272
Stilwell (8) 1,001
Westville (8) 485
Total for District 1,848
District No. 9 Jay (9) 678
Kansas 1,305
vr2120 Page 1 of 2




Chronicle- Voter Registration by District and Precinct

10/13/2020 8:05 AM
District Precinct Voters
District No. 9 Kenwood 131
Salina (9) 545
Total for District 2,659
District No. 10 Afton 610
Grove 720
Jay (10) 803
Pryor (10) 548
Salina (10) 200
Spavinaw 166
Total for District 3,047
District No. 11 S C_offeyvi!le 468
Vinita 1,787
Welch 136
Total for District 2,391
District No. 12 Bartlesvilie 1,660
Nowata 714
Skiatook 132
Total for District 2,506
District No, 13 Catoosa 343
Collinsville 961
Tulsa 1,832
Total for District 3,136
District No. 14 Chelsea 565
Claremore {14) 2,532
Oologah 439
Total for District 3,536
District No. 15 Claremore (15) 854
Locust Grove 880
Pryor {15) 878
Salina (15) 55
Total for District 2,667
At Large At Large 31,808
Total for District 31,808
Grand Total 73,998
vr2120 Page 2 of 2




CHEROKEE NATION TRIBAL COUNCIL RULES COMMITTEE REPORT

( "\!Group: Tax Commission Month/Year of Report:  October, 2020
L _
Group Leader: Sharon Swepston  Phone:918- E-mail:  Sharon-swepston@cherokee.org
453-5377

I. Budget Highlights

a.) Please refer to the monthly financial report from Finance.

II. Program Highlights

a.) Motor Vehicle

1.

[F%]

O

Year to Date Motor Vehicle revenue for FY20 compared to FY19 as of August 31st 2020 &
August 31st 2019, had an overall increase of 3.05%.

The month to month revenue comparison for August 2019 (FY19) compared to August 2020
(FY20) shows a decrease of 1.89%.

The detail for all areas of revenue for motor vehicle is shown on the attached graphs,

FY20 new tags issued in the Extended Jurisdictional Boundary for October 783, November
1,785, December 662, January 1,389, February 679, March 1,439, April 404, May 781, June
1,305, July 990, August 776, September 762.

b.) Revenue and Taxation Division

1.

2.

3.

Year to Date Revenue and Taxation (Tobacco) for FY20 compared to FY19 as of August
31st 2020-& August 31st 2019, had an overall decrease of 32.79%.

A month to month revenue comparison for August 2019 (FY1 9) compared to August 2020
(FY20) shows a decrease of 57.84%. :

The detail for all areas of tax is shown on the attached graphs.

c.) Future Plans/New Initiatives

1. The next Tax Commission meeting is scheduled for December 9, 2020 at 4:30 pm in the CNTC
Conference room.

2. The Veterans Sales Tax Exemption Cards have been mailed out to all qualified applicants. As of
October 5, 2020 we have mailed out 421 Veteran Sales Tax Exemption Cards. CNE has
implemented their upgraded system to process the new sales tax exemptions for Cherokee veterans.

3. We have received our report for August 2020 purchases and payment from the State of
Q Oklahoma and rebates are scheduled to be distributed to the retailers by or before October 15, 2020,

14
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RULES COMMITTEE REPORT
CHEROKEE NATION GAMING COMMISSION
OCTOBER 2020

Submitted By:
Janice Walters Purcel|

Executive Director, Cherokee Nation Gaming Commission

16



The Cherokee Nation Gaming Commission published the Cherokee Nation Tribal Internal Control
Standards (TICS) with comments on September 29, 2020 according to the Administrative Procedures Act
{APA).

The Cherokee Nation Gaming Commission issued Gaming Licenses which included fifteen {15) Temporary
Permits, fifteen (15} Suitability Determinations, ten {10) Orders, and renewed two hundred eighty (280)
Renewal Licenses for the month of October. The Cherckee Nation Gaming Commission also issued three
(3) Vendor Company orders, eighteen (18) individual orders, nine (3) company renewals and fifty-five (55)

Individual Vendor Renewais.

Cherokee Nation Gaming Commission approved fifty ~six (56) new electronic game themes for October

and approved upgrades.

CNGC has staggered hours for the majority of the CNGC employees to accomplish socia! distancing and
ensure safety to the employees, while being available should a regulatory issue arise at the office or

casino.

Members of the Audit, Compliance, and Licensing Department attended the NIGC National Virtual
Training Conference the first week of October, 2020. Classes included COVIE-19 Impacts, Discussion on

Technology, National Audit Finding to name a few classes.

Title 31 {Bank Secrecy Act and Anti Money Laundering) Tralning was held on October 16, 2020 for the
Audit and Compliance Departments.

The next Commission meeting is November 6, 2020 via WEBEX and CNGC welcomes you to the Meetings.

Attached is the FinCen (Financial Crimes Enforcement Network) Advisory provided by the NIGC,

17



FIN-2020-A006

FinCEN ADVISORY

October 1, 2020

Advisory on Ransomware and the Use of the Financial
System to Facilitate Ransom Payments

Detecting and reporting ransomware payments are vital fo prevent and defer
cybercriminais from deploying malicious software to extort individuals and businesses
and hold ransomware attackers accountable for their crimes.

This Advisory should be shared with:
e Chief Executive Officers

* Chief Operating Officers

¢ Chief Compliance Officers

* Chief Risk Officers

¢ Chief Information Officers

* AML/BSA Departments

e Legal Departments

* Cyber and Security Departments
* Cusfomer Service Agents

* Bank Tellers

SAR Filing Request:

FinCEN requests financial
institutions reference this advisory
in SAR field 2 (Filing Institution
Note to FINCEN) and the narrative
by including the following key
term: “CYBER FIN-2020-A006"
and select SAR field 42 (Cyber
Event). Additional guidance on
filing SARs appears near the end of
this advisory.

Introduction

The Financial Crimes Enforcement Network (FInCEN)

is issuing this advisory to alert financial institutions to
predominant trends, typologies, and potential indicators
of ransomware and associated money laundering
activities. This advisory provides information on: (1)

the role of financial intermediaries in the processing

of ransomware payments; (2) trends and typologies of
ransomware and associated payments; (3) ransomware-

related financial red flag indicators; and (4) reporting and

sharing information related to ransomware attacks.

The information contained in this advisory is derived
from FinCEN's analysis of cyber- and ransomware-
related Bank Secrecy Act (BSA) data, open source
reporting, and law enforcement partners.

Ransomware is a form of malicious software
(“malware”) designed to block access to a computer
system or data, often by encrypting data or programs
on information technology (IT) systems to extort
ransom payments from victims in exchange for
decrypting the information and restoring victims’
access to their systems or data.! In some cases, in
addition to the attack, the perpetrators threaten

to publish sensitive files belonging to the victims,
which can be individuals or business entities

Both extortion and computer fraud and abuse are specified unlawful activities and predicate offenses to money

laundering. See 18 USC § 1956(c)(7).

18



FINCEN ADVISORY

(including financial institutions). The consequences of a ransomware attack can be severe
and far-reaching —with losses of sensitive, proprietary, and critical information and/or loss of
business functionality.

The Role of Financial Intermediaries in
Facilitating Ransomware Payments

Ransomware attacks are a growing concern for the financial sector because of the critical role
financial institutions play in the collection of ransom payments. Processing ransomware payments
is typically a multi-step process that involves at least one depository institution and one or more
money services business (MSB). Many ransomware schemes involve convertible virtual currency
(CVC), the preferred payment method of ransomware perpetrators. Following the delivery of the
ransom demand, a ransomware victim will typically transmit funds via wire transfer, automated
clearinghouse, or credit card payment to a CVC exchange to purchase the type and amount of CVC
specified by the ransomware perpetrator. Next, the victim will send the CVC, often from a wallet
hosted? at the exchange, to the perpetrator’s designated account or CVC address. The perpetrator
then launders the funds through various means, including mixers and tumblers? to convert funds
into other CVCs, smurfing? transactions across many accounts and exchanges, and/or moving the
CVC to foreign-located exchanges and peer-to-peer (P2P) exchangers® in jurisdictions with weak
anti-money laundering and countering financing of terrorism (AML/CFT) controls.

2. “Hosted wallets” are CVC wallets where the CVC exchange receives, stores, and transmits the CVCs on behalf of their
accountholders. See FINCEN Guidance, FIN-2019-G001, “Application of FInCEN's Regulations to Certain Business
Models Involving Convertible Virtual Currencies,” (May 9, 2019).

3. Mixing or tumbling involves the use of mechanisms to break the connection between an address sending CVC and
the addresses receiving CVC,

4. Smurfing refers to a layering technique in money laundering that involves breaking total amounts of funds into
smaller amounts to move through multiple accounts before arriving at the ultimate beneficiary.

5. P2P exchangers are individuals or entities offering to exchange fiat currencies for virtual currencies or one virtual
currency for another virtual currency. P2P exchangers usually operate informally, typically advertising and
marketing their services through online classified advertisements or fora, social media, and by word of mouth. See
FinCEN Advisory, EIN-2019-A003, “Advisory on Ilicit Activity Involving Convertible Virtual Currency,” (May 9,
2019).



FINCEN ADVISORY

Figure 1. Movement of CVC in Ransomware Attacks

CVC EXCHANGES,
MIXERS, CASH-OUT
SERVICES

-

MULTIPLE INTERMEDIARY
ADODRESSES (PEEL CHAINS)

O co0
Ml

RANSOMWARE

VICTIM SUSPICIOUS
CVC WALLET ACTOR
ADDRESS

Involvement of Digital Forensics and Incident Response
and Cyber Insurance Companies in Ransomware Payments

The prevalence of ransomware attacks has led to the creation of companies that provide protection
and mitigation services to victims of ransomware attacks. Among these entities are digital forensics
and incident response (DFIR) companies and cyber insurance companies (CICs). Some DFIR
companies and CICs, as well as some MSBs that offer CVCs, facilitate ransomware payments to
cybercriminals, often by directly receiving customers’ fiat funds, exchanging them for CVC, and
then transferring the CVC to criminal-controlled accounts. Depending on the particular facts

and circumstances, this activity could constitute money transmission. Entities engaged in money
services business activities (such as money transmission) are required to register as an MSB with
FinCEN, and are subject to BSA obligations, including filing suspicious activity reports (SARs).5
Persons involved in ransomware payments must also be aware of any Office of Foreign Assets
Control (OFAC)-related obligations that may arise from that activity. Today, OFAC issued an
advisory highlighting the sanctions risks associated with facilitating ransomware payments on
behalf of victims targeted by malicious cyber-enabled activities.

6. See generally 31 C.F.R, Part 1022 and 31 CER § 1010.100(ff).

3
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Trends and Typologies of Ransomware and Associated Payments

The severity and sophistication of ransomware attacks continue to rise’ across various sectors,
particularly across governmental entities, and financial, educational, and healthcare institutions.?
Ransomware attacks on small municipalities and healthcare organizations have increased, likely
due to the victims’ weaker cybersecurity controls, such as inadequate system backups and
ineffective incident response capabilities.’

Cybercriminals using ransomware often resort to common tactics, such as wide-scale phishing
and targeted spear-phishing campaigns that induce victims to download a malicious file orgotoa
malicious site, exploit remote desktop protocol endpoints and software vulnerabilities, or deploy
“drive-by” malware attacks that host malicious code on legitimate websites, Proactive prevention
through effective cyber hygiene, cybersecurity controls, and business continuity resiliency is often
the best defense against ransomware.

Increasing Sophistication of Ransomware Operations

Big Game Hunting Schemes: Ransomware actors are increasingly engaging in selective targeting of
larger enterprises to demand bigger payouts - commonly referred to as “big game hunting.”"!

Ransomware Criminals Forming Partnerships and Sharing Resources: Many cybercriminals are sharing
resources to enhance the effectiveness of ransomware attacks, such as ransomware exploit kits that
come with ready-made malicious codes and tools. These kits can be purchased, although they

are also offered free of charge. Some ransomware groups are also forming partnerships to share
advice, code, trends, techniques, and illegally-obtained information over shared platforms.

“Double Extortion” Schemes: Ransomware criminals are increasingly engaging in “double extortion
schemes,” which involve removing sensitive data from the targeted networks and encrypting the
system files and demanding ransom. The criminals then threaten to publish or sell the stolen data
if the victim fails to pay the ransom.

7. The Federal Bureau of Investigation (FBI) Internet Crime Complaint Center (IC3) received 37% more reports of
ransomware incidents in 2019 than in 2018, with a 46% increase in associated financial losses. BSA reporting shows
a stark increase in financial losses per ransomware incident, with the average dollar amount in financial institution
SARs on ransomware increasing approximately $87,000 from 2018 to 2019 ($417,000 to $504,000) and $280,000 from
2019 to thus far in 2020 ($504,000 to $783,000). See FBIIC3, 2019 Internet Crime Report,” (2019); and FBI IC3, “2018.

Intexnet Crime Report,” (2018).
8. See FInCEN Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the
Coronavirus Disease 2019 (COVID-19) Pandemic,” (July 30, 2020).

9. Multi-State Information Sharing and Analysis Center (MS-ISAC), “Security Primer - Ransomware,” (May 2020).

10. For more information about ransomware risk, see Federal Financial Institutions Examination Council (FFIEC),
Press Release, “FFIEC ases St; on o ks i ion,” (November 3, 2015); Department
of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency (CISA), “ rity Tip (ST19-001):
Lrotecting against Ransomware,” (April 11, 2019); and DHS CISA, MS-ISAC, National Governors Association (NGA),
and National Assodiation of State Chief Information Officers (NASCIO), Joint Alert, “CISA, MS-ISAC, NGA & NASCIO
Recommend Immediate Action to Safeguard against Ransomware,” (July 29, 2019).

11. See FBI Public Service Announcement, Alert No, 1-100219-PSA, “High-Impact Ransomware Attacks Threaten U.S.
Businesses and Organizations,” (October 2, 2019).

4
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FINCEN ADVISORY

Use of Anonymity-Enhanced Cryptocurrencies (AECs): Cybercriminals usually require ransomware
payments to be denominated in CVCs, most commonly in bitcoin (see Figure 1). However, they
are also increasingly requiring or incentivizing victims to pay in AECs that reduce the transparency
of CVC financial flows, including ransomware payments, through anonymizing features, such

as mixing and cryptographic enhancements.”? Some ransomware operators have even offered
discounted rates to victims who pay their ransoms in AECs.

Use of “Fileless” Ransomware: Fileless ransomware is a more sophisticated tool that can be challenging
to detect because the malicious code is written into the computer’s memory rather than into a file on a
hard drive, which allows attackers to circumvent off-the-shelf antivirus and malware defenses,?®

Financial Red Flag Indicators of
Ransomware and Associated Payments

FInCEN has identified the following financial red flag indicators of ransomware-related illicit
activity to assist financial institutions in detecting, preventing, and reporting suspicious
transactions associated with ransomware attacks. As no single financial red flag indicator is
indicative of illicit or suspicious activity, financial institutions should consider the relevant facts
and circumstances of each transaction, in keeping with their risk-based approach to compliance.

IT enterprise activity is connected to cyber indicators that have been associated with

P possible ransomware activity or cyber threat actors known to perpetrate ransomware
schemes. Malicious cyber activity may be evident in system log files, network traffic, or file
information.™

P When opening a new account or during other interactions with the financial institution, a
v customer provides information that a payment is in response to a ransomware incident.

P A customer’s CVC address, or an address with which a customer conducts transactions,
' appears on open sources, or commercial or government analyses have linked those addresses
to ransomware strains, payments, or related activity.

12. See FinCEN Advisory, HL\._M “Advisory on Illicit Activity Involving Convertible Virtual Currency,” (May 9,
2019).

13. The MS-ISAC observed a 153% increase of reported instances of ransomware targeting state, local, tribal, and
territorial governments from 2018 to 2019. See MS-ISAC, “Security Primer — Ransomware,” (May 2020).

14. For more information about red flags of illicit CVC use, see FINCEN Advisory, FIN-2019-A003, "Advisory on Dlicit
Activity Involving Convertible Virtual Currency,” (May 9, 2019),

15. For example cyber indicators of compromise on specific ransomware threats, see DHS CISA Technical Alerts,
“Ransomware Alerts.” For other cyber indicator resources, see also FINCEN's Cyber Indicator Lists (CILs),
shared through the FInCEN Secure Information Sharing System; the U.S. Department of the Treasury’s Office of
Cybersecurity and Critical Infrastructure Protection’s CILs and circulars, available upon request; and DHS CISA's
cyber analytic products and services, including a comprehensive list of COVID-19-related indicators of compromise
in CSV or STIX -formatted XML formats, the Cyber Information Sharing and Collaboration Program (CISCP), and the
Automated Indicator Sharing (AIS) program, Public-private and industry partnerships, such as the Financial Services
Information Sharing and Analysis Center, and open source and commerdial cyber threat feeds can also be useful

resources.
5
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FINCEN ADVISORY

P A transaction occurs between an organization, especially an organization from a sector at high

risk for targeting by ransomware (e.g., government, financial, educational, healthcare), and a
DFIR or CIC, especially one known to facilitate ransomware payments.

P A DFIR or CIC customer receives funds from a customer company and shortly after receipt of
funds sends equivalent amounts to a CVC exchange.

P A customer shows limited knowledge of CVC during onboarding or via other interactions
with the financial institution, yet inquires about or purchases CVC (particularly if in a large
amount or rush requests), which may indicate the customer is a victim of ransomware.

P A DFIR, CIC, or other company that has no or limited history of CVC transactions sends a
v large CVC transaction, particularly if outside a company’s normal business practices.

F’ A customer that has not identified itself to the CVC exchanger, or registered with FInCEN as
a money transmitter, appears to be using the liquidity provided by the exchange to execute
large numbers of offsetting transactions between various CVCs, which may indicate that the
customer is acting as an unregistered MSB.

P A customer uses a CVC exchanger or foreign-located MSB in a high-risk jurisdiction lacking,
or known to have inadequate, AML/CFT regulations for CVC entities.

‘n, A customer initiates multiple rapid trades between multiple CVCs, especially AECs, with no
¥ apparent related purpose, which may be indicative of attempts to break the chain of custody
on the respective blockchains or further obfuscate the transaction.

Reminder of Regulatory Obligations for U.S. Financial Institutions

Regarding Suspicious Activity Reporting Involving Ransomware
and USA PATRIOT ACT Section 314(b) Information Sharing Authority

Suspicious Activity Reporting

Financial institutions can play an important role in protecting the U.S. financial system from
ransomware threats through compliance with their BSA obligations. Financial institutions
should determine if filing a SAR is required or appropriate when dealing with an incident of
ransomware conducted by, at, or through the financial institution, including ransom payments
made by financial institutions that are victims of ransomware. As a reminder, a financial
institution is required to file a SAR if it knows, suspects, or has reason to suspect a transaction
conducted or attempted by, at, or through the financial institution involves or aggregates to
$5,000 (or, with one exception, $2,000 for MSBs) or more in funds or other assets and involves

16. See 31 C.F.R. §§ 1020320, 1021.320, 1022.320, 1023.320, 1024320, 1025.320, 1026.320, 1029.320, and 1030.20. The
monetary threshold for filing money services businesses SARs is, with one exception, set at or above $2,000. See also
31 C.ER. § 1022.320(a)(2).
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FINCEN ADVISORY

funds derived from illegal activity, or attempts to disguise funds derived from illegal activity; is
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful
purpose; or involves the use of the financial institution to facilitate criminal activity. Reportable
activity can involve transactions, including payments made by financial institutions, related

to criminal activity like extortion and unauthorized electronic intrusions that damage, disable,
or otherwise affect critical systems. SAR obligations apply to both attempted and successful
transactions, including both attempted and successful initiated extortion transactions.?

Financial institutions are required to file complete and accurate reports that incorporate

all relevant information quailable, including cyber-related information. When filing a SAR
regarding suspicious transactions that involve cyber events (including ransomware), financial
institutions should provide all pertinent available information on the event and associated with
the suspicious activity, including cyber-related information and technical indicators, in the
SAR form and narrative. When filing is not required, institutions may file a SAR voluntarily

to aid law enforcement in protecting the financial sector. Valuable cyber indicators for law
enforcement investigations for ransomware can include relevant email addresses, Internet
Protocol (IP) addresses with their respective timestamps, login information with location and
timestamps, virtual currency wallet addresses, mobile device information (such as device
International Mobile Equipment Identity (IMEI) numbers), malware hashes, malicious domains,
and descriptions and timing of suspicious electronic communications.

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the
original or business record equivalent of any supporting documentation for a period of five
years from the date of filing the SAR.™ Financial institutions must provide any requested

SAR and all documentation supporting the filing of a SAR upon request by FinCEN or an
appropriate law enforcement or supervisory agency.” When requested to provide supporting
documentation, financial institutions should take special care to verify that a requestor of
information is, in fact, a representative of FinCEN or an appropriate law enforcement or
supervisory agency. A financial institution should incorporate procedures for such verification
into its BSA compliance or anti-money laundering program. These procedures may include, for
example, independent employment verification with the requestor’s field office or face-to-face
review of the requestor’s credentials.?

17. FinCEN assesses that raﬁsdmware-relate"& activity is under-reported.
18. See 31 C.F.R. §§ 1020.320(d), 1021.320(d), 1022.320(c), 1023.320(d), 1024.320(c), 1025.320(d), and 1026.320(d).

19. Id. See also FInNCEN Guidance, FIN-2007-G003,, “Suspicious Activity Report Supporting Documentation,” (June 13,
2007).

20. FinCEN Guidance, FIN-2007-G003, “Suspicious Activity Report Supporting Documentation,” (June 13, 2007).
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FINCEN ADVISORY

SAR Filing Instructions
FinCEN requests that financial institutions reference this advisory by including the key term:
“CYBER-FIN-2020-A006"

in SAR field 2 (Filing Institution Note to FinCEN) and the narrative to indicate a connection
between the suspicious activity being reported and ransomware-related activity.

Financial institutions should also select SAR field 42 (Cyber event) as the associated
suspicious activity type, as well as select SAR field 42z (Cyber event - Other) while including
“ransomware” as keywords in SAR field 42z, to indicate a connection between the suspicious
activity being reported and possible ransomware activity. Additionally, financial institutions
should include any relevant technical cyber indicators related to the ransomware activity and
associated transactions within the available structured cyber event indicator SAR fields 44(a)-
G), (2).

Information Sharing

Information sharing among financial institutions is critical to identifying, reporting, and
preventing evolving ransomware schemes. Financial institutions sharing information under
the safe harbor authorized by section 314(b) of the USA PATRIOT Act are reminded that they
may share information relating to transactions that the institution suspects may involve the
proceeds of one or more specified unlawful activities (“SUAs”) and such an institution will still
remain protected from civil liability under the section 314(b) safe harbor. The SUAs listed in 18
U.5.C. §§ 1956 and 1957 include an array of fraudulent and other criminal activities, including
extortion and computer fraud and abuse. FinCEN strongly encourages information sharing
via section 314(b) where financial institutions suspect that a transaction may involve terrorist
financing or money laundering, including one or more SUAs.

For Further information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN

Regulatory Support Section at fre@fincen.gov.

The mission of the Financial Crimes Enforcement Network is fo safeguard
the financial system from illicit use, combat money laundering and its
related crimes Including ferrorism, and promote national security through
the strategic use of financlial authorities and the collection, analysis, and
dissemination of financial intelligence.

21. For further guidanﬁé related to the 314(b) Program, see FiInCEN Fact Sheet, “Section 314(b)” (November 2016) and
FinCEN Guidance, FIN-2009-CG002, “Guidance on the Scope of Permissible Information Sharing Covered by Section
314(b) Safe Harbor of the USA PATRIOT Act,” (June 16, 2009).
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HUMAN RESOURCES

September 2020

ALANA CASTEEL, INTERIM EXECUTIVE DIRECTOR

Extension 5243

As of September 29, 2020, the total number of Employees is 4084. Of those employees, 3388
are Cherokee and 258 are members of another Federally recognized tribe.

Processed Monthly YTD
Number of Employees Hired 36 549
% of Cherokees Hired 94 82
% of Indians Hired 0 5
% of All Others Hired B 13
# of Applications Received 381 4269
# of Interview Panels Sent 140 1229

~ COMPENSATION

# of [nvoluntary Terminations

Processed Monthly YTD
# of Terminations 18 347
# of Voluntary Terminations 15 270
3 77

Processed Monthly YTD
Educational Reimbursement Requests 3 42
401(k) Distributions 89 510
401(k) Loans 87 260
401(k) Hardship 0 17
FMLA 41 311
COBRA 61 465
Short Term Disability 17 124

EMPLOYEE RELATIONS & DEVELOPMENT

Orientations/Trainings Presented

Monthly

YTD

Trainings Presented

0

o8
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Human Resources
ONBOARDING/BACKGROUND/COMPENSATION/EMPLOYEE RELATIONS & DEVELOPMENT

Monthly Report
September 2020
Monthly
Number of Employees Hired: 36
0% 6% '
# Cherokee
H Indians
i All Others
94%
YTD
Number of Employees Hired:
549

13%

5%

82%

# Cherokee
# Indians
& All Others
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Terminations
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# Voluntary 27 42 36 31 27 20 46 26 15
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Terminations
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Cherokee Nation Employees: 4084

258

E Cherokee

# Another Federally
Recognized Tribe

3388

Summary of PassPort Training Classes & Participants - Monthly & YTD
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B Monthly Classes  ®Classes YTD @ Monthly Participants  ® Participants YTD

*INo Trainings were held in September
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BENEFITS

2020 MONTHLY REPORTS
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CHEROKEE NATION TRIBAL COUNCIL
RULES COMMITTEE REPORT

RISK MANAGEMENT
September 2020

ALANA CASTEEL, EXECUTIVE DIRECTOR
Extension 5243

PROPERTY GUIDE INSPECTIONS:

Christie Community Building
Heritage Center

Barret Building - Vinita

Learning Academy - Nowata
Catoosa JW Sam Elementary
New Stilwell Property

Sallisaw Food Outlet

Brushy Head Start

Brent Community Center

Vian Community Charitable Trust
Stilwell Wal-Mart Property
Stilwell Annex

Learning Center

Stilwell Tribal Office

Facet Manufacturing Plant
Stilwell CDC

Star of Bethlehem Youth Building
Stilwell Food Distribution

Greasy Community Building

Maryetta Community Building
Fairfield Community Building
CN Sanitary Landfill

Nowata Head Start

Nowata Food Distribution
Nowata Clinic

Native American Fellowship
No-we-ta Community Building
Bull Hollow Shop

Bull Hollow Community Building
Corrals/Pens

Pole Barn Building

Caretaker House

Vinita Career Services
Shawnee Community Building
Vinita Health Center
Buffington Building
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SAFETY POLICIES DRAFTED for RM MANUAL :

Fleet Safety

PPE

Forklift Safety

Fall Protection

Hearing Conservation
Trenching and Excavation
Heavy Equipment
Electrical Safety

Walking and Working Surfaces
Accident Investigation
Scaffolding Safety

Fire Prevention

Aerial Lifts

Respiratory Protection
Material Handling

Lead Protection

Department Safety Officer

=
=
o
=
o
=
<a
®
3
>
3
2
o
=X
o
m
a

Boiler Safety Facility Inspections
Fire Drills/Emergency Evacuation
Ergonomics

Hazard Communication

First Aid

Confined Space with Permit
Ladder Safety

Lock Out / Tag Out

Evacuation Pian Policy

Safety Training Policy
Bloodborne Pathogen

Machine Guarding

Stairways and Walkways

Fire Extinguisher Training Policy
Asbestos Policy

Occupational Safety

Pesticide Handling
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*OSU Medical School
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CONSTRUCTION SAFETY:

e Belfonte Cares Act Building

e Jay Cares Act Building

e Kansas Cares Act Building

e Marshal Services Storm Shelter
e Muskogee Cares Act Building

e New Ga-Du-Gi Clinic

e OSU Medical School

e Pryor Cares Act Building

e Starbucks - Cherokee Plaza

o Stilwell Clinic

e Vinita Cares Act Building
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ION PROJECTS

STATUS of CONSTRUCT
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